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Legally Tweeting: Five Legal Issues for Twitter Users 
 
Intro 

 
Twitter’s popularity is growing by the day, and the “Tweet” is now a daily (and 

preferred) method of communication for many.  According to the info-graphic below, there are 
currently over 465 million registered Twitter accounts, and well over 100 million active users.  
Even I entered the Twitter world @PedramTabibi.  More importantly, Twitter is beginning to see 
substantial revenue.  Twitter’s projected advertising revenue will surpass half a billion dollars 
($540 million) by 2014.   
 

At the same time, however, there are 
responsibilities and laws that come with Twitter 
use.  As companies increasingly integrate social 
media platforms into their business models, new, 
previously unforeseen legal issues are arising quite 
frequently.  Twitter is no exception.  The use of this 
extremely popular social media tool brings with it 
several potential legal risks that companies and 
individuals should keep in mind. 
 

A recent article by Suzanne Dibble 
discussed ten legal issues to consider when using 
Twitter.  They are: 1) make sure you comply with 
advertising regulations; 2) if you are paid to 
endorse products, make this clear in your tweets; 3) 
don’t make any defamatory statements; 4) Tweets 
are considered public property so don’t disclose 
confidential information; 5) don’t infringe on 
anyone’s intellectual property; 6) if you have 
employees, put in place a social media policy; 7) if 
you are an employee, state that the views you 
express are yours rather than your employer, but 
still be careful what you say; 8) jurors must not 
discuss or comment on cases; 9) court documents 
can be served on you via your Twitter account; and 
10) freedom of information requests can be made 
via Twitter.   

 
As a social media lawyer at Meltzer, Lippe, 

Goldstein & Breitstone LLP, I have singled out five 
Twitter legal issues for more exploration, and 
caution individuals and businesses to be aware of 
these concerns when using Twitter. 
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1.   Who Owns A Twitter Account, Employer or Employee?   
 

I recently discussed one of the most important cases pertaining to the value and 
ownership of Twitter handles; the heart of the matter is when companies seek to prohibit ex-
employees from taking social media content and/or accounts.  This critical question is playing 
out by the now-famous PhoneDog v. Noah Kravits lawsuit. This dispute, between an employer 
and ex-employee over a Twitter account and its 17,000+ followers, is testing the umbrella 
question: who owns a social media account? 

 
PhoneDog claims its company Twitter account passwords constitute confidential 

information.  PhoneDog also claims that the list of Twitter followers is akin to a business 
customer list, in which PhoneDog has an intangible property interest.  Kravitz, however, claims 
he initially created the password and that PhoneDog did not make any reasonable efforts to 
maintain the password's secrecy.  Kravitz also counters that PhoneDog is not entitled to damages 
because it lacked proof that it had ownership or right to possession over the Twitter account or 
the Twitter followers. 

 
However, this case concludes it is clear companies should take this opportunity to create 

social media policies for employees that appropriately address this and other potential social 
media legal issues before they themselves are in the midst of a similar dispute. 
 
2.    Intellectual Property Infringement.   
 

While it may seem like a no-brainer that infringing upon the intellectual property of 
others is a no-no, the ease of use and rapid pace with which individuals send out may mean 
individuals and companies are not always on guard.  According to MediaBistro.com and 
ChillingEffects.Org – a joint law school first amendment rights project – there were over 4,400 
copyright infringement claims made in response to Tweets or they content they shared.   

 
Media Bistro notes, “Simply by linking to a site where copyrighted material is 

available, these 4000-odd users have landed themselves on the radar of folks like 
Universal Music Group, Magnolia Pictures, and Paramount, as well as individual 
recording artists and other creative types…Still, these 4411 claims are just the tip of the 
iceberg. As more people flock to Twitter and use it to share songs they love, tweet about 
movies and re-Tweet links faster than an earthquake ripples through the 
ground, you can bet those holding the license to creative material will be 
slapping even more cease and desists on Twitter and its users.” 
 
 
Therefore, whether it is text or a hyperlink to infringing conduct or a picture, intellectual 

property rights are as real on Twitter as on any other platform, and Twitter users must be mindful 
to respect the intellectual property rights of others when Tweeting. 
 
For more details on privacy, copyright and product infringement see my article in the Nassau 
Lawyer, Social Media Advertising and Consideration of New York Privacy Laws, or visit: 
http://www.mlg.com/pdf_111021_tabibi_article.pdf.  
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3.   Twitter Endorsements and FTC Guidelines.   
 

Twitter users who are paid to endorse products must disclose such a business relationship 
in their Tweets, as Dibble notes above.  In 2009, the Federal Trade Commission (FTC) released 
revised guidelines concerning the use of endorsements and testimonials in advertising.  These 
revised guidelines addressed the need for disclosure when Twitter followers do not know that an 
individual is a paid endorser for a product he or she Tweets about.   In fact, the FTC created a 
“What People Are Asking” page with the following question: 

“A famous athlete has thousands of followers on Twitter and is well-known as a 
spokesperson for a particular product. Does he have to disclose that he’s being paid every time 
he tweets about the product?” 

In this instance the FTC advises that it depends on whether readers understand said 
athlete is being paid to endorse a product.  If readers know he’s a paid endorser, no disclosure 
may be needed, however, if a significant number of readers don’t know that said athlete is a paid 
endorser, a disclosure would be needed.  The FTC notes, determining whether followers are 
aware of a relationship can be tricky in many cases, so disclosure is recommended. 

“I’m starting a new Internet business.  I don't have any money for advertising, so I need 
publicity.  Can I tell people that if they say good things about my business on Twitter and 
Facebook, I’ll give them a discount on items they buy through my website?” 

Here the FTC notes, “It’s not a good idea, adding that endorsements must reflect the 
honest opinions or experiences of the endorser, and the above plan could cause people to write 
positive reviews even if they’ve never done business with you.  The FTC response adds that it is 
okay to invite people to post reviews of your business after they’ve actually used your products 
or services, but if you’re offering followers something of real value in return for reviews it’s 
wise to tell them in advance that they should disclose what they received from you.  

“What about a platform like Twitter? How can I make a disclosure when my message is 
limited to 140 characters? 

Here the FTC provides understands the 140 character limitation and provides a very 
practical answer: “The FTC isn’t mandating the specific wording of disclosures. However, the 
same general principle – that people have the information they need to evaluate sponsored 
statements – applies across the board, regardless of the advertising medium. A hash tag like 
“#paid ad” uses only 8 characters. Shorter hash tags – like “#paid” and “#ad” – also might be 
effective.” 

So while it appears the FTC has yet to go in earnest after violations of the revised 
guidelines, that does not indicate the FTC will not set its sights on Tweets requiring disclosure in 
the future.  Individuals and companies that disregard these FTC guidelines on social media 
platforms including Twitter are taking risks and should be mindful of these guidelines going 
forward. 



Meltzer, Lippe, Goldstein & Breitstone, LLP 
190 Willis Avenue, Mineola, NY 11501 

© Copyright 2012. Pedram Tabibi, Esq. All rights are reserved.  
 

4 

4.  Twitter Use During Trial: The Jury Is Out –Literally.   

 As I discussed recently, Twitter and other social media use is becoming a threat to jury 
trials.  Increasingly, jurors are disregarding instructions and using social 
media during trials, resulting in court warnings and even jail time.  In one 
Arkansas trial, a juror continued to Tweet after the trial judge warned 
him and on the day the jury returned the death sentence for a defendant, 
said juror went so far as to Tweet about the verdict before it was publicly 
known.  Such instances are not as uncommon as you might think and the 
effects can be substantial.     

 A recent Wall Street Journal article reports judges are adapting, “Judges typically instruct 
jurors not to do any independent research or communicate with anyone about the case they are 
hearing, either through social media or in person. Courts are concerned about what users might 
say online, because it could be construed as having a bias about the case or reveal information 
about a trial or deliberations before they become public. Even postings that seem benign could 
lead to questions about the juror's ability to follow directions or whether he has communicated 
about the case elsewhere.” 

 

 According to an info-graphic in the 
same Wall Street Journal article lawyers are 
increasingly aware of jurors’ Tweets, and 
other social-media posts, and have begun 
using them as a reason to appeal convictions 
and acquittals.  

 A national survey of federal judges 
by The Federal Judicial Center found 30 of 
508 judges who responded were aware of 
social media use during trial or deliberations; 
however 94% of respondents had taken 
preventative measures to mitigate social 
media use during trials. 

 

 Of those who were aware of social media use during the trial the following actions were 
taken against the offending juror: nine were removed from the jury; eight were cautioned but 
allowed to remain on the jury; four judges were forced to declare a mistrial; one juror was fined 
by the court; and one juror was even held in contempt of court.   

While courts grapple with how to best address this issue and avoid mistrials, attorneys and courts 
need to be cognizant of this issue and jurors should respect their juror duties and avoid serious 
trouble when becoming Tweet-happy in court. 
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5.  Avoid Posting Confidential Information.   
 
 This too, seems simple enough in theory.  As Dibble notes, since Tweets are public 
statements, individuals and companies should avoid disclosing any confidential information, 
whether internal, client or third-party. In fact, in 2011 it was reported that software giant 
Microsoft fired an employee for Tweeting confidential information.  
  
 According to Tbreak.com the following Twitter feed is what led to one employee’s 
dismissal from Microsoft: 

 

This Tweet alone may appear innocuous, but it led to the following Tweets:  

 

 

And as Tbreak.com reported, “…The rest was history. Clearly Microsoft takes such leaks 
seriously, and discussing confidential information such as a partner firm’s unreleased / 
unannounced product is against company policy.” 

 Though the aforementioned example pertains to the Tweeting of confidential business 
information remember Twitter also has its own rules on what information is acceptable to Tweet.  
For example, posting another person’s private or confidential information – including credit card 
information, private addresses, and non-public phone numbers and email addresses – is a 
violation of Twitter’s rules.  Twitter, also cautions that “If the private information is not your 
own, please note that you must have documentation that you’re authorized to act on behalf of the 
person whose confidential information is posted.”   
 
 Beyond these seemingly obvious examples of confidential information that should not be 
Tweeted, users would be wise to review the Twitter Safety Center to be aware of how not to 
violate Twitter’s user agreement, or other Twitter policy.  
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Five General Conclusions for Twitter in Life: 
 
Remember, even the smallest things – like a 140 character Tweet – can pack a big punch. 
 
So while Twitter remains a popular and useful social media tool, individuals and companies must 
be mindful of the above legal issues when using Twitter and should act responsibly at all times. 
In general here are some very useful things to remember: 

 
1) Twitter is for everyone. Any person in any profession at any time may be reading your 

Tweets.  If you wouldn’t say it in public, don’t put your name to it online. 
2) Be careful, if you said it on Twitter it will exist for the rest of eternity, and no one is 

going to believe your “account was hacked.” 
3) Always credit your source.  This practice won’t protect you from all legal dilemmas but it 

does demonstrate you are giving credit where credit is due. 
4) Don’t Speed-Tweet: Take a moment, pause, hit the rest button, get a second opinion, 

write a letter instead and put it in your drawer and sleep on it.  The point is snap-Tweets 
are easy to make and can be harmful. 

5) Twitter Search is its own search engine. Your Tweets will be found (See points 2 and 4). 
 

--- End ---  
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